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U151 00ydaloIuXxcsl no odecnedyeHn o HHGOPMANHOHHOH GE30ACHOCTH NPH
HUcnob30BaHuu cetu «MHTEpHET» /151 pa3MenleHns B y4eOHbIX KaOUHeTAax,

B KOTOPLIX OCYIIECTBJACTCHA T0CTYII B CE€TH «I/IHTepHeT»

C KaxaplM ToJOM MOJIOJEKHA B HHTEPHETE CTAaHOBUTHCA OoOJblle, a
IIKOJIbHUKM OJIHM W3 CaMbIX aKTHUBHBIX MOJIb30BaTenerd Pynera. Mexny Tewm,
MOMUMO OIPOMHOTO KOJIMYECTBA BO3MOKHOCTEH, HHTEPHET HECET U MPOOJIEMBI.
Ota naMATKa J0J>KHA TIOMOYb Te0e 0e30I1acCHO HaXOAUThCS B CETH.

KoMnbroTepHbie BUPYCHI

KoMmnproTepHbIid BUPYC - 3TO PA3HOBUAHOCTh KOMIBIOTEPHBIX MPOTPAMM,
OTJIIMYUTENBHOW  OCOOCHHOCTBIO  KOTOPOM  SIBJSIETCS  CIHOCOOHOCTh K
pa3MHOXEHUI0. B 1omojHeHWe K 3TOMY, BHUPYCbl MOTYT IOBPEIUTH WIIU
MOJIHOCTHIO YHUUYTOXKUThH BCE (PAiIbI U JaHHBIE, TOJKOHTPOJIbHBIE MTOJIb30BATENIO,
OT MMEHM KOTOpOoro OblIa 3amylleHa 3apak€HHas NporpaMma, a TaKxKe
NOBPEINUTh WIH AaXKE€ YHHUUTOXHUTh ONEPALIMOHHYIO CUCTEMY CO BCEMHU (paiiamu
B 1IeJI0M. B OOJIBIIMHCTBE CiTydaeB paclpoOCTPaHSIIOTCS BUPYChHI UepE3 UHTEPHET.

MeTozpbl 32U ThI OT BPEJOHOCHBIX IPOTPAMM:

1.  Hcnons3yil COBpEMEHHBIE ONEPALMOHHBIE CHCTEMBI, HMEIOIINE
CEPBhE3HBIN YPOBEHD 3aIIUTHI OT BPEIOHOCHBIX MPOTPAMM;

2. TlocrosuHo yctaHaBnuBail matdyu (IUGPOBBIE 3aIIaTKH, KOTOPHIE
ABTOMATHUYECKH YCTAaHABIMBAIOTCS C IEJIbIO IOPAOOTKU MPOTPaMMbl) U APYTHE
OOHOBJICHUSI CBOEH omepanuoHHOW cuctembl. CkauumBail UX TOJBKO C
opurmanpHoro caiira  pazpaborunka OC. Ecam cymecTtByer pexuma
aBTOMATHUYECKOT0 OOHOBJIEHUS, BKIIIOUH €T0;

3. Paboraii Ha cBOoeM KOMIBIOTEpE IO MpaBaMU IOJI30BATENsA, a HE
aIMUHUCTpAaTOpa. DTO HE MO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOTrpaMM
MHCTAJNIMPOBATHCA HA TBOEM MEPCOHATLHOM KOMITBIOTEPE;

4.  HWcnonb3yil aHTUBUPYCHBIE MPOTPAMMHBIE MPOAYKTHI H3BECTHBIX
MPOU3BOIUTEIIEH, C aBTOMATHYECKUM OOHOBIIEHUEM 0a3;

5.  Orpanuyb HU3HUYECKUIN JOCTYI K KOMIIBIOTEPY I TOCTOPOHHUX JIUII;

6. Hcmonw3yit BHeNTHHUE HOCUTENTW WHGOpPMAIMH, Takhe Kak (iernika,
JTUCK Uik (hali U3 UHTEPHETA, TOIBKO M3 MTPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpbIBail KOMIBIOTEpHBIE (aiiiIbl, MOTYYECHHBIC W3 HEHAEHKHBIX
UCTOYHUKOB. Jlaxke Te (aitsipl, KOTOpBIE MPUCTAT TBOM 3HAKOMBIN. JIydiie yrounu
y HET0, OTIPABJISUI JIU OH TeOe uX.

Cern WI-FI

Wi-Fi - 310 He BuI Tepe1auu JaHHBIX, HE TEXHOJIOTHS, & BCETO JIMIIL OPEHI,
mapka. Eme B 1991 rony HuaepnaHackas KOMIAHUS 3apeTUCTPUpOBaTia OpeHT
"WECA", uro o6o3nauano cioBocouetanue "Wireless Fidelity", koTopsrii
NEPEeBOIUTCS Kak "0ecrpoOBOAHAS TOUHOCTD'.

Jlo nHamiero BpemMeHHM Jolijia apyras abOpeBuarypa, KoTopas sBIsSETCS
TaKoM ke TexHosioruen. 1o abopeuarypa "Wi-Fi". Takoe Ha3BaHue OBLIO JaHO
C HaMEKOM Ha CTaHJapT BbICIIeH 3ByKoBoW TexHuku Hi-Fi, uro B mepeBoje



O3Hayaer "BbICOKAss TOYHOCTH'.

Jla, OecrinaTHBIM UHTEPHET-AO0CTYN B Kade, OTENSIX U adpoIopTax sBIsSETCs
OTJIMYHOM BO3MOXHOCTBIO BBIXO/Ia B MHTepHET. HO MHOTHE 3KCIIEPTHI CUMTAIOT,
gT0 obmeaoctynHbsie Wi-Fi ceTu He sBisitoTcs 6€30macHbIMU.

Cogetbl 110 Oe30macHOCTH paboTH B 00menocTynHbix cetsax Wi-fi:

1. He mepenaBaii cBOIO JMYHYIO HH(POPMAIIUIO Yepe3 OOIIEIOCTYITHBIC
Wi-Fi cern. PaboTas B HHX, JKeJIaTeIbHO HE BBOJAMTH MAPOJIH JJOCTYTIA, TOTHHBI U
KaKue - TO HOMepa;

2. Hcnonw3yil 1 OOHOBIISIII aHTUBUPYCHBIE NTPOTrpamMMBbl U OpaHaMayep.
TeM cambIM Thl 00€30MAaCHIIIb Ce0s OT 3aKaUKU BUPYCa HA TBOE YCTPOMCTBO;

3. Tlpu ucnonw3oBanuu Wi-Fi otkiaroun dynkiuio "OOmuiA 10CTYI K
daiinam u mpunTepam". JlaHHas (QyHKIMS 3aKpbiTa MO YMOJIYAaHHIO, OJIHAKO
HEKOTOpbIE TOJIb30BAaTENId AKTUBUPYIOT €€ Uil yA0OCTBAa HCIIOJIb30BAaHUS B
pabote unu yueoe;

4. He ucnons3yit nyommuasiidi WI-FI nns mepenaum nmudyHBIX JaHHBIX,
HaAIpUMED VIS BBIXOJa B COIMAIIBHBIE CETH WIIA B DJICKTPOHHYIO MOYTY;

5. Hcnone3yit Tonpko 3amuineHHoe coenuHeHue uepe3 HTTPS, a we
HTTP, t.e. npu Habope BeO-anpeca BBoau uMeHHO "https://";

6. B moOmibHOM Tenedone otkimoun ¢yHkuoo "[lonkmoyenne k Wi-Fi
aBromatudecku'. He nomyckail aBTOMaTn4ecKoro NMOJKIFOYEHHsI YCTPONCTBA K
cetssm Wi-Fi 6e3 TBoero cormnacusi.

CounajibHble ceTH

CornuanbHble CeTH aKTUBHO BXOJISIT B HAIIly )KW3Hb, MHOTHE JIFOJH Pa00TaIOT U
KUBYT TaM TOCTOSSHHO. MHOTHE IMOJIh30BaTEIN HE TMOHUMAIOT, YTO MH(OpMaIwus,
pa3MeIlleHHass MU B COITMAIBHBIX CETSIX, MOKET ObITh HalJIeHa U UCII0Ih30BaHa KEM
YTOJHO, B TOM YHCJI€ HE 00513aTENBHO C OJIaruMU HAMEPEHUSIMU.

OCHOBHBIE COBETHI IO O€30MaCHOCTH B COLIMATIBHBIX CETSX:

1. OrpaHuyb CHUCOK JApy3ei. Y TeOs B Jpy3bsiX HE JOIKHO OBITH
CIIyYallHBIX U HE3HAKOMBIX JIFOJICH;

2. 3amminai cCBOIO YacTHYIO >Ku3Hb. He ykaswiBaii maponu, TeiaedoHbl,
ajpeca, JaTy TBOETO POXACHUA M JAPYIyl0 JHYHYIO HH(OPMALHUIO.
31I0yMBIIICHHUKA MOTYT HCIIOB30BaTh Jake WH(OPMAIUIO O TOM, KaK Thl H
TBOU POAUTENM TUIAHUPYETE MPOBECTH KAHUKYJIBI;

3. 3Bammmai CBOIO pemyTaluio - JIEp>KU €€ B YUCTOTE U 3ajaBail cebe
BOMNPOC: XOTeN OBl Thl, 4YTOOBI JAPYrd€ TMOJB30BATENU BHJIEIH, YTO ThI
sarpyxaems? Ilomymaii, mpexae 4yeM 4To-TO OmyOJMKOBaTh, HAMUCaTh M
3arpy3uTh;

4.  Ecnu Thl TOBOPHUIIL C JIIOJbMH, KOTOPHIX HE 3HACIIb, HE HCIOJIb3YH
CBOE peajbHOE UM U JIPYTYIO JIMYHYIO0 HHPOPMALIMK: UMS, MECTO JKUTEIbCTBA,
MECTO y4ueObl U Mpoyee;

5. M3berait pazmenienus pororpaduii B IHTEpHETE, I1e ThI U300paKEeH
Ha MECTHOCTH, 10 KOTOPO MOKHO OIPEAEIUTH TBOE MECTOIOJIOKEHUE;

6. Ilpu peructpanuu B COUMANIbHON CETH HEOOXOAMMO HCIIOJIB30BATH
CJI0’KHBIE MTAPOJIH, COCTOSIIIKE U3 OYKB U IU(P U C KOJTMYECTBOM 3HAKOB HE MEHEE
8;

7. Jlns commanbHOM CeTH, MOYTHl M JAPYTUX CaWTOB HEOOXOIUMO
UCIONb30BaTh  pasHble maposd. Tlorga ecnu  TeOs  B3JIOMAaKwT, TO
3JIOYMBIIIUIEHHUKY TIOJTy4YaT JOCTYIl TOJIBKO K OJIHOMY MECTY, a HE BO BCE Cpasy.



JJIeKTPOHHBIE IEHbI'U

DJNEeKTpOHHBIE JCHBIU - 3TO OYECHb YAOOHBIN CHOCO0 TIaTexei, ogHaKo
CYILECTBYIOT MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU JE€HBIH.

DNEeKTpOHHBIE AEHBIH MOSBHINCH COBCEM HEJABHO M UMEHHO M3-3a 3TOTO
BO MHOTMX I'OCYJIapCTBax JI0 CUX IOP HE MPOMKUCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM PyHKIIMOHUPYIOT M O HUX YK€ MPOIMKCAHO B 3aKOHE, I/IE
WX pa3deNsitoT Ha HECKOJIBKO BUIOB - AHOHMMHBIE U HE aHOHUMHbIE. Pa3Huia B
TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3periaeTcs MpOBOIUTH Onepaluu 6e3
UJAeHTUGUKAIIMK  TOJb30BaTeNsl, a B  HEAHOHUMHBIX  HWACHTU(UKAIUSA
MI0JIB30BATEIS SIBISIETCS] 00A3aTEIHHOM.

Taxke cneayer pa3nuyaTh SJICKTPOHHBbIC (UATHBIE JEHBIU (PaBHBI
roCyJapCTBEHHBIM BallOTaM) M 3JEKTPOHHBbIC He(pUATHBIC NIEHbIU (HE DPaBHBI
rOCy/1apCTBEHHBIM BAIIOTaM).

OCHOBHBIE COBETHI IO O€30IaCHOM PadbOTE C IEKTPOHHBIMU JIEHIAMH:

1. IlpuBsku K cuery MOOWIBHBIN TenedoH. DTO camblii yAOOHBIN H
OBICTPBIN CIOCOO BOCCTAHOBUTH JOCTYyHn K cuery. l[lpuBszanubiii TenedoH
MIOMOJKET, €ClM 3a0y/ellb CBOM IJIATEKHBIA MapoJib WM 3alJIellb HA CalT C
HE3HAKOMOT'O YCTPOMCTBA;

2.  Hcnonb3yi omHopa3oBbie naponu. [locie mepexona Ha YCHUIICHHYIO
aBTOpHU3aLMIO0 TeOe yke He OyAeT yrpokaTb ONAaCHOCTb Kpa)Ku WIM IepexBaTa
MJIATEXKHOTO MAPOJIS;

3. Bribepu crnoxubiii napoib. [Ipectynaukam Oynet HE MPOCTO yrajaaTh
CJIOXHBIN maposb. HanexxHble mapoiau - 3TO NAapojiv, KOTOPBIE COJEpKaT He
MeHee 8 3HAKOB W BKJIIOYAIOT B ¢€0s CTPOUYHBIE M MPOMUCHBIE OYKBBI, ITUDPHI U
HECKOJIbKO CMMBOJIOB, TaKUE KaK 3HAaK JoJuiapa, GyHTa, BOCKIUIATEIbHBINA 3HAK
u 1.11. Harmpumep, $tROng!;;

4.  He BBOIM CBOM JIMYHbBIC JAHHBIE HA CATaX, KOTOPHIM HE JOBEpSECUIb.

DJIEKTPOHHAA MOYTA

DNEeKTpOHHAS [OYTA - ITO TEXHOJIOTUS U MPEJOCTABIISIEMBIE €10 YCIYTH I10
NEPECHUIKE U TOJYYEHUIO JIEKTPOHHBIX COOOIIEHNH, KOTOPBIE paCIpeaeIsIFOTCS
B KOMIBIOTEPHOM ceTH. OOBIYHO AJICKTPOHHBIM TOYTOBBIA SIIUK BBITJISIIUT
CICAYIONMM 00pa3oM: WMs Toib30oBaTedss @ wuMs JgoMeHa. Takke Kpome
nepesavyy MpocToro TeKCTa, UMEETCsl BO3MOXKHOCTD NiepeiaBaTh (pailiibl.

OcCHOBHBIE COBETHI 110 6€30MacHOM paboTe C AMEKTPOHHOMN MOYTOM:

1. Hapo BbIOpaTh NpaBUJIBHBIN MOYTOBBINA cepBUC. B MHTEpHETE ecTh
OTPOMHBIN BBIOOP OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIy4IlE JOBEPSThH
TE€M, KOr'0 3Ha€llb U KTO NEPBbIA B PEUTHUHTE;

2. He yxaspiBail B NMW4yHON mourte JguuHy0 uHpopmauuoo. Hampumep,
Jydile BbIOpaTh "My3bikanbHbIN (panat@" win "pok2013" Bmecto "temal3";

3. Hcnonbp3yii IBYX3TAalHYIO aBTOPHU3ALUIO. DTO KOrJa MOMUMO Hapos
HY’KHO BBOJUTH KOJ, IpUChUIaeMblid 10 SMS;

4. Bp1Oepu CHOXKHBIN naposib. JJis KaKa0oro mo4ToBOro SuKa J0JKEH
OBITh CBOM HAJCKHBIN, YCTOWYUBBIN K B3JIOMY TIapOJib;

5.  Ecim ecTb BO3MOXXHOCTh HAaIlMCaThb CaMOMY CBOM JIMYHBII BOIPOC,
UCIIOJIb3YH 3Ty BO3MOYKHOCTb;

6. Hcnonb3yli HECKOJIBKO TOYTOBBIX SIIMKOB. [lepBhI Isi 4acTHOU
MEPEINCKU C aJIpecaTaMy, KOTOPbIM Thl IOBEPSACIIb. JTO IEKTPOHHBIN aapec HE
HAJI0 UCTIOIB30BATh MIPU PETUCTPAIIMHU Ha OopyMax U calTax;



7. He oTkpbiBaii (pailsibl U Ipyrue BIOXKEHUS B MUCbMAaX, JAXe €CIIU OHU
MNPUIILIKA OT TBOUX Jipy3ell. Jlyunie yTouHd y HUX, OTIPABIISIIM JIU OHU TeOe 3TU
(baiisr;

8. llociie okoHYaHHsI padOTHI HA MOYTOBOM CEPBUCE MEPE] 3aKPBITUEM
BKJIQJIKU C CAUTOM He 3a0y1b HaxkaTh Ha "BeidTh".

Ku0epOyJUIHHT MM BUPTYaJibHOE U31€BATEIHLCTBO

KubepOymmuar -  mpecieoBaHUE  COOOIICHHUSIMH,  COACPKAIUMU
OCKOpOJEHMs,  arpeccuro,  3allyTMBaHUE;  XYJHMIAHCTBO;  COLMAJIBHOE
OOMKOTHPOBAHUE C TOMOUIBIO PA3JIMYHBIX UHTEPHET CEPBHCOB.

OcHOBHBIE COBETHI IO O0pHOE ¢ KNOEPOYILITUHTOM:

1. He 6pocaiics B 60ii. JIydmmii crioco0: mocoBeToBaThCs Kak ce0s BECTU
U, €CIIK HET TOTro, K KOMY MOHO 0OpaTUTKCS, TO BHAYAJIE YCTIOKOUTHCS. Eciu ThI
HaYHElIb OTBEYaTh OCKOPOJICHUSAMH Ha OCKOPOJIEHHS, TO TOJBKO elle OOJIbIIe
Pa3oXKeIb KOH(IIHUKT;

2. Ymhpapmsi cBoei Kubep pemyTaiuei;

3. AHOHUMHOCTH B c€TH MHUMasl. CyIIECTBYIOT CIIOCOOBI BBISICHUTD, KTO
CTOMT 32 aHOHUMHBIM aKKayHTOM;

4. He crout BecTU XYyJIUTaHCKUU 00pa3 BUPTyaJIbHOW *U3HU. HTEpHET
(uKCcUpyeT Bce TBOM IEHCTBHUA M COXpAHAET MX. YJaluTh UX OyAeT KpaiHe
3aTPyAHUTEIBHO;

5. CoOimroaait CBOIO BUPTYAJIbHYIO YECTh CMOJIOAY;

6. UWrnopupyii eaumHWuHBIA HeratuB. OTHOpPA30BbIE OCKOPOUTEIHHBIC
COoOOIIeHHUsT Jy4lie WrHopupoBaTh. OOBIMHO arpeccusi MpPEeKpalaeTcss Ha
HayvaJIbHOM CTaJIuM;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMHU COOOIIICHUSIMH,
B COIIMAJIBHBIX CETSIX €CTh BO3MOXHOCTHh OJIOKMPOBKH OTIPABKU COOOIICHUH C
OIPEJEIICHHBIX a/IPECOB;

8. Ecnu TeI cBunmerens kuOepOymiauHra. TBOM NEHCTBUS: BBICTYNHTH
MpPOTUB TpECIEAOoBAaTENsl, MOKa3aTh €My, YTO €ro JEWCTBUS OLIEHUBAKOTCA
HEraTUBHO, MOJAJIEPKaTh KEPTBY, KOTOPOH HY>KHA MCUXOJOTHYECKasi MOMOIIb,
COOOIIUTH B3POCIBIM O (PaKTE arpeCCUBHOTO MOBEICHHUS B CETH.

MooOuiabHbIi TesaedoH

CoBpeMeHHble cMapTOHBI U TUIAHILETHI COJEpKaT B ceOe BIOJHE
B3POCIIbIN PYHKIIMOHAN, U TENEPh OHU MOTYT KOHKYPHUPOBATh CO CTAIIMOHAPHBIMU
KoMIbtoTepamMu. OHAKO, CPEACTB 3alIUThI JJI MOJOOHBIX YCTPOMCTB IOKa
OueHb Majio. TecTUpoBaHME M MOMCK YSA3BUMOCTEM B HUX NMPOUCXOAUT HE TaK
MHTEHCUBHO, Kak 175 [1K, To jxe camoe kacaeTcst U MOOMJIbHBIX MPUITOKEHHM.

CoBpeMeHHbIE MOOWJIBbHBIE Opay3epbl YK€ MPAKTUYECKH JOTHAIU
HACTOJIbHBIE aHAJIOTH, OJIHAKO paclMpeHue (yHKIMOHAla BJEYET 3a COOOM
OO0JBIIYIO CII0)KHOCTh M MEHBIIYIO 3aIUIIEHHOCTb.

Jlaneko He Bce MPOM3BOAMTENHN BBIITYCKAIOT OOHOBJICHHUS, 3aKPbIBAIOIIIE
KPUTHYECKHUE YS3BUMOCTH JIJI1 CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI /17151 0€30M1aCHOCTH MOOMIIBHOTO TelleoHa:

Huyero He siBnsieTcst mo-HacToseMy OecriaTHeIM. Byib ocToposkeH, Belb
Kor/a Te0e mpeyiararoT OeCIIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe
- TO MJIATHBIE YCIIYTH;

Hywmait, mpexxae uem otnpaButh SMS, doto minu Buaeo. Thl TOUHO 3HACIIID,
r7ie OHU OyJyT B KOHEUHOM UTOTre?

HeobxoaumMo OOHOBISATH OMEPALMOHHYIO CHUCTEMY TBOETO



cMapTdoHa;

Hcnonb3yil aHTUBUPYCHBIE MPOTrpaMMbl I MOOMJIBHBIX
TeneOHOB,;

He 3arpyxail npuiokeHrds OT HEM3BECTHOIO MCTOYHHKA, BEIb OHHU MOTYT
COJZIEp>KaTh BPEIOHOCHOE MTPOrPaMMHOE 00ECTICUEHUE;

[Tocne Toro kak THl BBIWJEIIb C caiiTa, I/i€ BBOAWI JHUHYIO HWH(GOpPMAIIHUIO,
3aiiIi B HACTPOUMKHU Opay3epa u ynanu cookies;

[lepuonnuecku npoBepsiid, KaKUe IUIATHBIE YCIYTH aKTUBUPOBAHBI HA TBOEM
Homepe; JlaBait cBoil HOMEp MOOUIBLHOTO TenedoHa TOIBKO JIOJSM, KOTOPBIX ThI
3HACIllb U KOMY JIOBEpSiElllb;

Bluetooth momken ObITH BBIKIIOYEH, KOTJa Thl UM HE TOjb3yelibes. He
3a0bIBail UHOTIa IPOBEPSITH 3TO.

Online urpoi

CoBpeMEHHbIE OHJIAWH-UTPBl - 3TO KpPAcOUyHbIe, 3aXBATHIBAIOLIUE
pa3BieyeHUs, OOBbEIUHSAIOIINE COTHU ThICSY YEJIOBEK MO0 BceMy mupy. Urpoku
UCCIIEAYIOT JTaHHBIM UM MHp, OOIIAIOTCS JIPYT C JIPYrOM, BBIIOJHSIOT 3a/laHusl,
Cpa)kaloTCsl ¢ MOHCTPAMU M TOJYYarOT ONBIT. 3a yIOBOJIbCTBUE OHU ILIATAT:
MOKYTAOT JUCK, OIJIAYMBAIOT a0OHEMEHT WK IPUOOPETAIOT KaKHE-TO OILUU.

Bce aTu cpencTBa nayT Ha MOAEpKaHUE U PA3BUTHUE UTPBL, a TAK)KE HA caMy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CHCTEMbI ABTOPU3ALIH, BBIITYCKAIOTCSI HOBBIE
natyv (mudpoBbIe 3alIaTKU I OPOrpaMM), 3aKpbIBAIOTCS  YSA3BUMOCTH
CEPBEPOB.

B mogoOHBIX UIpax CTOMUT OMAacaTbCs HE CTOJBKO CBOMX CONEPHHKOB,
CKOJIBKO KpakM TBOEro MapoJjsi, HA KOTOPOM OCHOBaHa CHCTEMa aBTOPHU3allUU
OOJBIIMHCTBA UTP.

OCHOBHBIE COBETHI 10 OE30MACHOCTH TBOETO UTPOBOIO aKKayHTa!

1. Ecmm gpyroit wurpox BemeT ceOs IIIOXO WM CO3/MaeT Tebe
HENPUATHOCTH, 3a0JI0KUPYH €ro B CIIMCKE UTPOKOB;

2. Iloxanyiica agMHUHUCTpAaTOpaM MIPbl HAa IUIOXOE ITOBEAEHUE ITOTO
UTPOKa, JKeIaTeJIbHO MPUIIOKUTh KaKHe-TO JI0Ka3aTeIbCTBA B BUJI€ CKPUHOB;

3. He yka3spiBaii muunyto nHGopManuio B mpodaiisie urpsr;

4.  YBakall Apyrux Y4aCTHHMKOB I10 UIDE;

5. He ycranaBnuBaii Heo(puIIMaAIbHbBIE TATYU U MO/IBI;

6. crosb3yi Cl0KHBIE U pa3HbIe IApOJIH;

7.  Jlaxxe BO BpeMsi UIpbl HE CTOUT OTKJIKOYATh aHTUBUpPYC. [loka Tbl
Urpaellb, TBOW KOMIbIOTEP MOTYT 3apa3uTh.

@OUIIMHT WIK KPaKa JUYHBIX JAHHBIX

OObIYHOM Kpaskel JeHEeT U IOKyMEHTOB CETOAHs YK€ HUKOTO HE YJUBUIIIb,
HO C Pa3BUTHUEM HHTEPHET-TEXHOJOTUI 3J0YMBIIUIEHHUKH MEPEMECTUIINCH B
WHTEPHET, U MPOJIOJHKAIOT 3aHUMATHCA "MIOOMMBIM" JIEJIOM.

Tak mosiBUJIach HOBAasl Yrpo3a: MHTEPHET-MOLIEHHUYECTBA WM (DUIIUHT,
rJIaBHAs 1eJIb KOTOPOrO COCTOUT B MOJYYEHUH KOH(PUIACHIUMAIbHBIX JTaHHBIX
10JIb30BaTeJICH - JOrMHOB M naposieit. Ha anriuiickom si3pike phishing unraercs
kak ¢umunr (ot fishing - peidHas mois, password - maposs).

OcHOBHBIE COBETHI IO OOPHOE € PUIITUHTOM:

1. Cnenu 3a cBOMM akkayHTOM. Ecnu Tbl 0103peBaelllb, 4UTO TBOSI AHKETA
Obuta  B3JIOMaHa, TO HEOOXOAMMO 3a0JOKHUpOBaTh €€ U COOOUIUTH
aJIMUHHCTPATOPaM pecypca 00 3TOM KaK MOXKHO CKOPEE;

2. HWcmone3yii Oe3omacHble BeO-CaiThl, B TOM YHCIE, HHTEPHET-



Mara3uHOB U MTOMCKOBBIX CUCTEM;

3. Hcnonw3y#t cioHbIE U pa3Hble mapoyiu. Takum oOpa3om, eciiu Teds
B3JIOMAIOT, TO 3JIOYMBINUICHHUKN TOJIy4aT JOCTYH TOJBKO K OJIHOMY TBOEMY
npo(uIII0 B CETH, a HE KO BCEM;

4. Ecimu Tebs B3jaoMand, TO HEOOXOAUMO MPEAYNPEIUTh BCEX CBOMX
3HAaKOMBIX, KOTOpbIE JOOABICHBI y T€0S B JPY3bAX, O TOM, YTO TE€OS B3JIOMAJH H,
BO3MOXXHO, OT TBOEr0 HUMEHHM OyAeT pacchliaTbCsl CllaM M CCHUIKM Ha
(UIIMHTOBBIE CANTHI;

5. Ycranosu HagexHbd maponb (PIN) Ha MOOMITEHBIN TenedOH;

6. OTkIIIO4YM coOXpaHEHUE Mmapoisd B Opaysepe;

7.  He oTkpbiBail Qailyibl U Ipyrye BIOXKEHUS B MHUCbMaX, JIaXe €CIU OHU
MPUIILTKA OT TBOUX Jipy3eil. JIyurie yTouHU y HUX, OTIPABIISIIN JIU OHU TeOe 3TU
Gbaib.

Hudposas penmyranus

[Mudposas penyramus - 3T0 HEraTUBHAS WU MO3UTUBHAsS MHGOpMAIIHS B
cetu o tebe. Komnpomerupyromas uHpopMmaius, pasMelieHHas B UHTEPHETE,
MOKET CEpbEe3HBIM 00pa30M OTPa3UThCA Ha TBOEH peasibHOM ku3HU. "Llndposas
penytanus" - 3T0 TBOM UMUK, KOTOPBIN (pOopMUpYyETCs U3 UHPOPMaLIUU O T€OE B
UHTEPHETE.

TBoe MeCTO JKHUTENbCTBA, Y4eObl, TBOE (DMHAHCOBOE IIOJIOKEHHUE,
OCOOEHHOCTH XapakTepa U paccKa3bl O OJIM3KUX - BCE 3TO HAKAIUIUBAETCS B CETH.

MHorue noJpoCTKU JIErKOMBICIEHHO OTHOCATCS K MyOJMKALMHU JIMYHON
uHdopmaruu B UHTepHETEe, HE TOHUMAasi BOBMOXHBIX mociencTsuil. Tol qaxe He
CMOKEIIb JorafaThCst 0 TOM, 4TO oTorpadusi, pazMelieHHas 5 J1eT Ha3aj, crajia
MPUYUHON OTKa3a MPUHATH T€0s Ha padoTy.

KommenTtapuu, pazmenienre TBoux pororpaduii u 1pyrue I1eCTBUS MOTYT
HE HMCYE3HYTh JaX€ IOCJIE TOT0, KaK Thl MX yJadumb. Thl HE 3Haelb, KTO
COXpaHWJ 3Ty HH(}OpMalMi0, Momaja JM OHAa B IOUCKOBbIE CHCTEMbBI U
COXpaHWJach JU OHA, a TJAaBHOE: YTO MOAYMAIOT O TeOe OKpY’Karolue JIIO/IH,
KOTOpbIE HAUAYT U YBUAAT 3T0. HaliTu nH(MOpManuio MHOTO JIET CITYCTSI CMOXKET
100011 - Kak U3 10OpBIX MOOYKIEHUMN, TaK U C HAMEPEHUEM MPUIMHUTH Bpel. ITO
MOXET OBITh KTO YTOIHO.

OCHOBHBIE COBETHI IO 3aLUTE HUPPOBOH penyTaluu:

1. Tlomymaii, mpexJie 4eM 4TO-TO MyOJIMKOBAaTh W NepeaaBath y ceOs B
0J0re WM B COIMAJILHOM CETH;

2. B mactpoiikax mpodusisi ycTaHOBH OTpaHUYEHUSIHA TIPOCMOTP

TBOETO TPOPHUIL MU €ro COJIECPKHUMOTO, CAeIail €ro TOJBKO "I
Apysei";

3. He pasmemaii u He yka3piBali uWHGOPMAIUIO, KOTOpas MOXKET
KOT0-THOO OCKOPOJISATH UIH OOMKATh.

ABTOpPCKOe IPaBo

CoBpeMEHHbIE IIKOJBHUKH - AaKTUBHBIE IOJIb30BAaTENH LU(POBOro
npoctpaHcTBa. OJHAKO MaleKO HE BCE 3HAKOT, YTO IMOJIb30BAHWE MHOTHMH
BO3MOXKHOCTSIMH ~ ITM(GPOBOro  Mupa TpedyeT CcoOMoaeHus TpaB Ha
WHTEJUIEKTYalIbHYI0 COOCTBEHHOCTb.

TepmuH "WHTEIUIEKTyallbHasi COOCTBEHHOCTh'" OTHOCHTCS K Pa3IMYHBIM
TBOPEHUSIM YEJIOBEUYECKOTr0 yma, HayMHasi C HOBBIX H300pPETEHH M 3HAKOB,
0003HavyaroIKUX COOCTBEHHOCTh Ha MPOYKTHI U YCIYTH, U 3aKaHYMBAasi KHUTaMH,
dboTorpadusiMu, KHHOQUIbMaMH U MY3bIKAJIbHBIMU TTPOU3BEIACHUSIMU.



ABTOpCKHE MpaBa - 3TO MpaBa HA MHTEJUIEKTYalbHYI0 COOCTBEHHOCTh Ha
MIPOU3BEACHUS HAYKH, TUTEPATYPbI U HCKYCCTBA. ABTOPCKHME IIPaBa BHICTYNAIOT B
KauecTBE TapaHTUU TOTO, YTO MHTEIUICKTYaJIbHBIN/TBOPUECKUN TPYa aBTOpa HE
OyJeT HalpacHbIM, JAacT €My CIpaBe/UIMBbie BO3MOXKHOCTH 3apaboTaTh Ha
pe3ynbTarax CBOEro TpyJa, MOJYyYUTh W3BECTHOCTh M npu3HaHue. Hukro
0e3 pa3pelIeHus] aBTOpa HE MOYKET BOCIPOU3BOJIUTH €0 MIPOU3BEIACHUE,
pacnpoCcTpaHsiTh, MyOJIHYHO JEMOHCTPHUPOBAThH, IMPOJaBaTh, UMIIOPTHPOBATH,
MyCKaTh B MPOKAT, MyOJIMYHO MCIIONHATH, TOKA3bIBATH/UCIIOIHATH B d(Upe WU
pasmemats B MHTEpHETE.

Hcnonp3oBanue '"muparckoro'" MpOrpaMMHOTO OOECHEUYEHUS MOXKET
MPUBECTH K MHOTUM pPHUCKaM: OT MOTEPU JAHHBIX K TBOUM aKKayHTam J0
OJIOKUPOBKH TBOETO YCTPOMCTBA, /i€ YCTAaHOBJICHA HesleraiabHas mporpamma. He
CTOUT TaKke 3a0bIBaTh, UTO CYIIECTBYIOT JIETaIbHbIC U OECIIaTHBIC TPOrPAMMBI,
KOTOPBIE MOKHO HAWTH B CETH.

O nopraue

CeteBU4OK.p( - TBOM ITIaBHBIN COBETUHK B CETU. 37IECh Thl MOXKEIIb Y3HATh
0 0€30MacHOCTH B CETH MOHATHBIM U JJOCTYITHBIM SI3bIKOM, a IIPYU BOSHUKHOBEHUU
KPUTUYECKOM CUTyallud OOpAaTUTHCS 32 COBETOM. A Take MPUHATH y4acTUE B
KOHKYpCaxX U CTaTh CaMbIM IIU(DPOBBIM IpakaHUHOM !

HHCTPYKLIUA JJ151 OBYYAIOIUXCA
Ob UH®OPMAIIMOHHOU BE3OITACHOCTH

HEJIb34

1.  Bcem mompsa cooOiiath CBOIO YacTHYIO MH(MOpMaIMiO (HACTOSIIUE
uMsl, paMuino, TenedoH, aapec, HOMep IIKOJbI, a Takke (ororpaduu CBOH,
CBOECH CeMbU U JIpy3eil);

2. OTKpbIBaTh BIOKEHHbIE (DaliiIbl SJIEKTPOHHOM MOYTHI, KOTJa HE 3HACIIb
OTIIPABUTEIIS;

3. I'pyOuts, npunuparhcsi, OKa3bIBaTh JABJICHUE - BECTU €01 HEBEKITUBO U
arpeccuBHO;

4.  He pacnopsixaiicsi JeHbIaMHu TBOE€ ceMbH 0€3 pa3pelieHus CTapIInX -
BCErJla CrpalmBanl poauTEIIeH;

5. He Bcrpewaiics ¢ HVHTEepHET-3HAKOMBIMU B pPEAJIbHOM KU3HU -
ITOCOBETYMCA CO B3POCIIBIM, KOTOPOMY JIOBEPSEILIb.
OCTOPOXHO

1. He Bce numyt npaBay. Yurtaems o cebe Hempasny B MuHTepnere -
co001IM 00 TOM CBOMM POAMTENSAM WIH OTIEKYHaM;

2. llpurnamaroT nepenuchiBaThCs, UrpaTh, 0OMEHUBATHCA - IPOBEPD, HET JIH
IIOABOXA;

3. Heszakonnoe konupoBanue (aiinos B IHTepHETE - BOPOBCTBO;

4. Bcerma pacckasbiBail B3pOCIBIM O MpoOJeMax B CETH - OHMU BCErjaa
IIOMOT'YT;

5. Hcnonb3yil HacTpoWku O€30IIaCHOCTH U IPUBATHOCTH, YTOOBI HE

MNOTEPATH CBOM AKKAYHThI B COLICCTAX U APYTHUX IMOpTaIax.

MOKHO
1. YBaxkaul Ipyrux IoJb30BaTeNEH;
2. Ilonmp3yeuibcst ITHTEPHET-UCTOYHUKOM - JENIAM CCHUIKY Ha HETO;

3. OTKpbIBail TOJIBKO TE CCBUIKH, B KOTOPBIX YBEPEH;



4. OOmareCs 3a TMOMOIIBIO B3POCIBIM - POJUTENH, OINEKYHbl U
aJIMUHUCTpALMs CalTOB BCErla MOMOTYT;
5. Ilpoiinu oOyuenue Ha caiite "CereBHYOK" U IIOJIYYH
nacnopT HU(POBOTO rpaxaaHuHa!



